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—Abstract—

The primary aim of this research is to investigate the interplay among organizational
cybersecurity measures, employee behaviour, technological proficiency, and E-
business performance. This study, which takes a quantitative research method,
examines how employee behaviour and technological proficiency mediate the impact
of organisational cybersecurity measures on the performance of e-businesses. A survey
was used to gather data from a variety of companies, and Amos was used in structural
equation modelling (SEM) to evaluate the intricate correlations between the important
factors. Ensuring the robustness and trustworthiness of the findings through
methodological rigour allows for a thorough investigation of the study objectives. The
empirical results of the study corroborate the moderating impacts of employee
cybersecurity behaviour and the profile of technological sophistication in transforming
organisational cybersecurity strategies into measurable outcomes for e-business
success. Every hypothesis that has been put forth has been proven true, which
emphasises how important it is to foster a culture that understands cybersecurity, align
technology spending with organisational needs, and ensure that cutting-edge
infrastructure supports policies and guidance from upper management. To
summarise, this study provides valuable insights into the intricate connections between
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organisational cybersecurity procedures and electronic business activities. This study
shows how important it is for businesses to have tech-savvy employees and good staff
behaviour when it comes to improving their safety in this digital age. It backs up the
idea that how employees act and how well they know how to use technology are very
important to the success of an organization's safety and e-business. By presenting
evidence-based insights, the study enriches current understanding and provides a
nuanced comprehension of the complex dynamics in the digital age.

Keywords: E-business Performance, Employee Cybersecurity Behaviour, Technological
Sophistication, Technological Investments, Information Security, Digital Resilience.

INTRODUCTION

An e-business's efficacy transcends mere aesthetics and promotional slogans. Rather, it
hinges upon a nuanced examination of the intricate nexus among technology, clientele,
and operational metrics, where each user interaction encapsulates a narrative. Satisfaction
arises from a seamless online transaction, excitement from discovering a hidden gem
amid thoughtfully curated recommendations, and confidence from receiving timely,
personalized emails. Primarily, the rapid evolution of technology has been instrumental
in augmenting the overall effectiveness and functionality of e-commerce platforms. This
encompasses the widespread integration of machine learning, artificial intelligence, and
data analytics, empowering businesses to deliver tailored customer experiences and
execute data-driven decisions (Policarpo et al., 2021). Moreover, the accessibility of the
internet and heightened global interconnectivity have broadened the scope of e-
businesses, enabling them to enter new markets and interact with a more diverse clientele
(Chen et al., 2020). The advancement of e-business has been further facilitated by the
proliferation of mobile technology and the escalating adoption of smartphones, which
facilitate streamlined transactions and interactions even in mobile settings (Mthembu et
al., 2018) Moreover, the onset of the COVID-19 pandemic in 2019 accelerated the
adoption of digital technologies by businesses and underscored the significance of
proficient e-business strategies. Mandated lockdowns and social distancing measures
precipitated a notable surge in online engagement, prompting businesses to embrace
advanced e-commerce methodologies and enhance their digital footprint (Naab & Bans-
Akutey, 2021). Yet, the rise of e-business has brought forth fresh challenges, including
the requirement for regulatory frameworks to oversee e-business operations and contend
with cybersecurity risks (Liu et al., 2022).

The study conducted by Waseem et al. (2019) shows a strong link between employees'
awareness of cybersecurity and the overall security status of electronic businesses.
Comprehensive training and awareness programs enable staff to identify and address
potential risks, thereby enhancing the overall resilience of e-business systems. Furthermore,
since cyber threats are constantly evolving, businesses must continually adapt their strategies.
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The COVID-19 epidemic has accelerated the use of remote work while posing new
difficulties. The study by Makarius et al. (2020) emphasises how crucial it is to
incorporate cybersecurity concerns into laws pertaining to remote work. It emphasises
employees' active participation in upholding a safe virtual environment. When it comes
to e-business, which is defined by a high volume of digital transactions and data sharing,
employee duties go beyond internal system security. A person's cybersecurity policies
have a direct impact on the level of confidence that customers place in an online
business, and building consumer trust is essential for success in electronic commerce.
Research by Jibril et al. (2020) and Xu and Mahenthiran (2021) examine the relationship
between e-business performance, consumer perception, and cybersecurity practices.
Companies that place a high priority on employee cybersecurity behaviour and
effectively manage it tend to build a reputation for reliability and security, which in turn
attracts repeat business and increases overall business efficiency. However, there are a
lot of obstacles in managing the relationship between employee cybersecurity behaviour
and e-business effectiveness. Organisations need to implement a thorough strategy
because of the rapid advancement of technology and the complexity of cyber threats. It
is critical that cybersecurity plans match organisational objectives. The research done
by Lee (2022) emphasises how important it is for companies to acknowledge
cybersecurity as a crucial part of their overall business plan, paying special attention to
employee behaviour.

This study examines the relationship between organisational cybersecurity measures
and E-business performance, with a particular emphasis on the mediating roles of staff
cybersecurity behaviour and technological competency. The study's three main goals
are to find out how organisational cybersecurity culture, technology investment, rules,
and support from senior management are related to e-business success; to find out how
employee cybersecurity behaviour affects organisational cybersecurity and e-business
success; and to find out how technological complexity affects the connection between
cybersecurity and e-business performance. It helps you understand the ideas better and
gives useful tips for the e-business and safety fields.

This question is about the growing dangers that cybercriminals pose to e-businesses and
the need for strong security measures. This study looks at something that hasn't been
looked into as much: how rules, organisational culture, backing from upper
management, and technical investments affect the performance of e-business. To lower
cyber risks and make digital processes better, it's important to know how employees
behave online and how much they know about technology. The study gives e-businesses
useful information on how to deal with the changing world of safety.

LITERATURE REVIEW AND HYPOTHESIS
Building organisational resilience and reducing cyber threats require a strong
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cybersecurity culture that is defined by efforts that encourage accountability, employee
involvement, and leadership support (De Silva, 2023). The overall organisational
culture is shaped by organisational characteristics that have an impact on employee
cybersecurity behaviour, such as leadership abilities and clearly stated cultural values
(Onumo et al., 2021). The relationship between e-business performance and corporate
cybersecurity culture is contingent upon employee cybersecurity behaviour, influenced
by factors such as security technology, knowledge, and cognitive beliefs. Additionally,
gender differences may serve as moderators for the factors affecting attitudes and
behaviours concerning cybersecurity (Anwar et al., 2017). In order to optimize e-
business performance, organizations ought to prioritize the establishment of a resilient
cybersecurity culture while also addressing gender disparities in cybersecurity
practices. Effective cybersecurity hinges on the collective embrace of cybersecurity
principles and practices within an organization, commonly termed as organizational
cybersecurity culture. Gerber et al.'s (2019) research underscores the imperative of
fostering a cybersecurity culture that incentivizes employees to prioritize security in
their daily tasks. The organizational culture profoundly shapes employees'
cybersecurity behaviour and fortifies the overall cybersecurity posture.

H1: Employee cyber security behaviour mediates the relationship between
organizational cybersecurity culture and E-business performance.

The effectiveness of a firm's cybersecurity infrastructure correlates directly with its
investment in cybersecurity technology resources. Implementation of cutting-edge
technologies, including intrusion detection systems, firewalls, and encryption tools, holds
the potential to substantially bolster the cybersecurity defences of an organization.
However, the attitudes and cybersecurity culture prevalent among employees within the
company are pivotal determinants of the efficacy of these technologies. Inadequate
training or negligent employee behaviours have the capacity to nullify the benefits of even
the most sophisticated cybersecurity measures. Several research works have explored the
various elements that influence the connection between technology use and organisational
effectiveness. Al-Ayed and Al-Tit (2024) discusses about how digitalized customer
relationship management (CRM) can help improve performance when digitalized
customers behave in a certain way. Nuryanto et al. (2024) contends that organisational
innovation acts as a bridge between how employees act and how they use Big Data and
0T technologies. Almarashdah (2024) shows that company culture has a big effect on
how workers are trained and how well they do their jobs. Nguyen et al. (2024) delves into
more detail about how views towards e-tax affect how it is used and how useful people
think it is. In the past few years, more money has been put into hacking technology, which
is important for businesses' security plans. In their study, Chen et al. (2020) explain how
cutting-edge technologies like artificial intelligence and machine learning can improve
the ability to find and respond to threats. This helps businesses reach their goals by
lowering risks and keeping digital systems safe.
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H2: Employee cyber security behaviour mediates the relationship between investment
in cybersecurity technology and E-business performance.

Cybersecurity rules spell out what employees should do and how they should use
technology to keep sensitive information and systems safe. For policies to be followed
and put into action correctly, there needs to be a strong culture around cybersecurity
and backing from the top. This makes defences against cyberattacks stronger. Studies
by Humaidi and Alghazo (2022) and Sulaiman et al. (2022) explain how the Protection
Motivation Theory shapes how employees behave when it comes to hacking. Ruth et
al. (2022) addresses the importance of moral behaviour in hacking, and Duzenci et al.
(2023) focuses at how different ways of making decisions affect compliance. Li et al.
(2022)'s study shows that strong cybersecurity policies are shaped by government laws
and industry standards. These policies affect how employees act and how organisations
respond to attacks. Support from senior management has a big impact on how well
protection policies work.

H3: Employee cyber security behaviour mediates the relationship between
cybersecurity policy stringency and E-business performance.

It is absolutely necessary to have the backing of top management in order to have a
healthy basis for cybersecurity initiatives. CEOs are very important when it comes to
getting the whole company behind hacking efforts by helping to pay for solutions and
training for employees. If higher authorities don't back up cybersecurity policies with
enough resources and attention, they might not work as well as they should. Verkijika
(2020) states that psychological control and self-efficacy have a big effect on how
people act when it comes to protecting their mobile devices. Sulaiman et al. (2022)
clarified the influence of protection motive theory on government employees'
cybersecurity behaviour in his study. Meanwhile, Ergen et al. (2021) concluded his
research by delineating the barriers and facilitators of safe online behaviour, stressing
the importance of adequate education and regulations for promoting safe online
practices. According to Algahtani (2023)'s research, upper management is crucial in
allocating resources, cultivating a culture of cybersecurity awareness, and setting
priorities for cybersecurity projects. The cultivation of a proactive cybersecurity culture
and the alignment of cybersecurity strategies with overarching business objectives
necessitate such support.

H4: Employee cyber security behaviour mediates the relationship between top
management support for cybersecurity and E-business performance.

It is imperative to recognize the reciprocal relationship between e-business performance
and cybersecurity. A secure online environment, fostering consumer trust, safeguarding
sensitive data, and ensuring uninterrupted operations, positively influences
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performance. Conversely, the efficacy of e-business operations affects the allocation
and prioritization of cybersecurity resources. Thriving e-commerce enterprises often
confront escalating cyber risks, necessitating continual enhancement of cybersecurity
protocols. The efficacy of e-business operations within the organisation is significantly
impacted by the cybersecurity risks that the organisation can properly handle. Many
factors, such as the organization's cybersecurity policies, its technology investments,
and the strictness of its regulations, affect this outcome. Smith Jr (2022)'s study
investigates the tight connection between cybersecurity regulations and e-business
performance. Strong cybersecurity policies increase a company's chances of gaining
partners and customers, which boosts its online performance. The primary findings of
the Miswanto et al. (2024)'s study demonstrate a strong and positive correlation between
financial literacy and supply chain management. Both elements have a significant
impact on sustainability and financial performance. The study also showed that
financial performance has a big impact on sustainability. The study also presents a new
correlation model of these factors that is specifically designed for small and medium-
sized businesses (SMEs), an area that has not been studied before. According to Khan
(2024), there is a positive correlation between SC-Ambidexterity and SC-Resilience,
and SC-Agility plays a critical role as an intermediate in this relationship. This
emphasises how crucial it is to implement simultaneous and coordinated supply chain
capabilities in order to increase resilience and achieve sustainability and long-term
prosperity.

H5: Technological sophistication profile mediates the relationship between
organizational cybersecurity culture and E-business performance.

An organization's technical sophistication profile defines its readiness to integrate and
use cutting-edge technologies. There is a clear relationship between having a high
degree of technological proficiency and being able to successfully apply cutting-edge
cybersecurity solutions. But the effective application of these technologies depends on
a number of variables, including the organization's cybersecurity culture, the strictness
of the regulations, and senior management's support. Without a firm understanding of
these areas, it's possible that the best use of cutting-edge technologies to strengthen
cybersecurity defences won't be possible. The relationships between technology and
performance are mediated by mindset and performance in marketing, respectively, as
highlighted by Nguyen et al. (2024) and Udayana et al. (2023). According to these
studies, the relationship between investments in cybersecurity technology and e-
business performance may depend on the degree of technological innovation. Similarly,
Mbaidin et al. (2024) highlights the significance of management commitment and
investment willingness in guaranteeing the success of e-learning and blockchain
technology, respectively, both of which are essential for their efficacy. Furthermore,
these elements might act as intermediaries in the connection between cybersecurity
technology and the operation of e-businesses.
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According to Krishna and MP (2021) and Huang and Madnick (2019), cybersecurity
must be prioritised in order to promote economic success and maximise corporate
utilisation. Huang also says that this kind of commitment can unintentionally promote
the development of an open digital trading system. These observations are relevant to
the inquiry because they shed light on the possible consequences of making investments
in cybersecurity technologies for the effectiveness of online business operations.
However, Podesva et al. (2021) provides a thorough analysis by examining the
investment strategies used to ensure cybersecurity and information security. This
analysis facilitates comprehension of the precise mechanisms through which such
investments impact the performance of online businesses. Integral to the cybersecurity
landscape is the behaviour of employees concerning cybersecurity. This conduct is
shaped by multiple factors, encompassing the organizational culture, regulatory rigor,
and support provided by senior management. The research conducted by Kumar et al.
(2021) underscores the significance of focused training and awareness initiatives in
effectively altering employee behaviour. There exists a distinct correlation between the
behaviours exhibited by employees and the overall security stance of an organization,
consequently impacting the performance of the firm in e-business contexts.

H6: Technological sophistication profile mediates the relationship between investment
in cybersecurity technology and E-business performance.

The degree of technological complexity acts as a mediator in the connection between
the stringency of cybersecurity regulations and the operation of online enterprises. In
simple terms, this suggests that the level of technological innovation within the
company is the key determinant of how effective stringent cybersecurity measures are
in enhancing the performance of electronic commerce. EI Khoury et al. (2022)
emphasizes the positive influence of cybersecurity capabilities on e-business
performance, highlighting the mediating role of e-government maturity. Siddiqui et al.
(2013) stresses the importance of standardized security measures in e-business,
indicating its significant role in cybersecurity competency. These studies demonstrate
that implementing a comprehensive cybersecurity policy with advanced technological
measures can improve e-business performance. Kilani (2020) found that factors driving
cybersecurity indirectly impact organizational activities, particularly through data
expansion and technical control.

Huang and Madnick (2019) demonstrates the way the growth of e-government changes
the connection between cybersecurity knowledge and the accessibility of digital trade.
Geleta (2018) stresses how important cyber security indicators are for judging success.
Several studies show that cybersecurity tactics are very important for keeping digital
assets and customer trust safe. Kim and Lee (2021)'s study shows how thorough
cybersecurity policies can help prevent security breaches and protect the purity of IT
operations. The link between cybersecurity policies and security outcomes is very
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important for the growth of e-businesses and is still being studied. Liu et al. (2020) finds
that businesses that are good with technology use advanced security measures, such as
intrusion detection and threat analysis. Dhatt et al. (2017) indicates how technical skills
can help balance strict laws and company performance goals by connecting
cybersecurity rules to e-commerce measures through new technology.

H7: Technological sophistication profile mediates the relationship between
cybersecurity policy stringency and E-business performance.

For e-commerce to work, strong cybersecurity measures are needed to keep data safe,
keep customers trusting, and keep business running smoothly. Research shows that
support from top management is very important for making sure that cybersecurity
measures work. This support means that top executives are actively involved in and
prioritise cybersecurity activities. Several studies have shown that executive leadership
has a big effect on how secure a company is.

Sun et al. (2018) study shows that support from upper management has a big effect on
how resources are used, how cybersecurity policies are made, and how secure an
organization's culture is overall. It's imperative to recognise that the effectiveness of e-
businesses is impacted gradually and intricately by top management support. Evidence
highlighting the mediating function of technical sophistication is provided by Chen et
al. (2017). The study's conclusions highlight how vital technology advancements are to
boosting cybersecurity measures' efficacy. According to their research findings,
businesses equipped with advanced technological capabilities demonstrate greater
resilience against cyberattacks and encounter fewer disruptions in performance. The
degree of technological competence within an organization emerges as a pivotal
determinant in establishing a correlation between top management support for
cybersecurity and the performance of information technology enterprises.

Given the pivotal role of information technology in distinguishing high-tech firms from
their competitors, its importance is paramount in these enterprises (Islam & Stafford,
2017). Geleta (2018) underscores the significant role of cybersecurity measures in
assessing e-business performance. Onumo et al. (2021) accentuates that adopting
security technology can mitigate the impact of employee cognitive beliefs on
cybersecurity compliance, achievable through technology utilization. Nonetheless, the
growing utilization of computers and the internet in e-commerce introduces new
security vulnerabilities, necessitating the deployment of threat and risk assessments
(Pournouri & Craven, 2014).

H8: Technological sophistication profile mediates the relationship between top
management support for cybersecurity and E-business performance.
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Figure 1: Conceptual Framework.
METHODOLOGY AND DATA SAMPLING

The study administered and scrutinized data obtained from Saudi E-business personnel
utilizing two distinct questionnaires. Questionnaire 1 was distributed among 231 employees
to gauge Organizational Culture (OCC), Customer Perceived Satisfaction (CPS),
Technological and Managerial Support for Change (TMSC), E-Business Capabilities (ECB),
and Technological and Social Processes, delving into organizational dynamics and individual
perspectives on E-business practices. Questionnaire 2, on the other hand, was circulated
among 85 supervisors within the same firms, aimed at eliciting responses concerning ICT and
E-business performance. This questionnaire was tailored for supervisors, who hold critical
roles in overseeing the organizational implementation of E-business initiatives.

Through purposive sampling, the study ensured that participants actively engaged in
Saudi enterprise E-business operations. The surveys were meticulously distributed to
secure a representative sample that accurately reflected the job roles and responsibilities
within the selected firms. Participants were guaranteed anonymity and encouraged to
provide candid, impartial feedback to enhance the credibility of the data.

Factor Loadings Reliability, Convergent Validity

The primary findings of the study are shown in Table 1, along with their factor loadings,
convergent validity, and reliability values. The researchers used Cronbach's alpha (), average
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variance extracted (AVE), and constructed reliability (CR) numbers to check for convergent
validity and construct reliability. The organisational cybersecurity culture had a CR of 0.822
and an AVE of 0.69, which means it was both reliable and correct. With a 0.831 internal
consistency score, the offering showed a high level of consistency. A CR of 0.831 and an
AVE of 0.61 show that advances in cybersecurity technology are reliable and consistent in a
good way. The instrument had strong internal consistency, as shown by its 0.844 Cronbach'’s
alpha score. The defence policy was valid and reliable, as shown by a correlation coefficient
(CR) of 0.734 and an average value (AVE) of 0.64. The reliability was strongly shown by the
Cronbach's alpha score of 0.755. Upper management's support for cybersecurity was steady
and rising, as shown by an AVE of 0.63 and a value of 0.702. A Cronbach'’s alpha score of
0.739 means that the item is very consistent with itself. Doing business online The
performance showed strong parallel validity and reliability, as shown by its CR of 0.811 and
AVE of 0.66. A Cronbach's alpha score of 0.829 means that the data is very consistent within
itself. With a CR of 0.831 and an AVE of 0.58, Employee Cybersecurity Behaviour agreed
with other measures over and over again. It had good internal consistency, as shown by its
Cronbach'’s alpha of 0.859. The Technological Sophistication Profile exhibited reliability and
convergent validity, with a CR of 0.767 and an AVE of 0.59. Its Cronbach's alpha of 0.794
indicated strong internal consistency. Table 1 presents the robustness and precision of the
measurement model for each construct in our investigation, encompassing factor loadings,
reliability coefficients, and convergent validity scores. The findings underscore the
trustworthiness of the data and advocate for the utilization of these constructs in forthcoming
research endeavours on organizational cybersecurity and E-business performance.

Table 1: Factor Loadings Reliability, Convergent Validity.

CR AVE o
Organizational Cybersecurity Culture 0.822 0.69 0.831
Investment in Cybersecurity Technology 0.831 0.61 0.844
Cybersecurity Policy Stringency 0.734 0.64 0.755
Top Management support for Cybersecurity 0.702 0.63 0.739
E-business Performance 0.811 0.66 0.829
Employee Cybersecurity Behaviour 0.831 0.58 0.859
Technological Sophistication Profile 0.767 0.59 0.794

Discriminant Validity

Table 2 displays the discriminant validity matrix for our study. The diagonal elements
represent the AVE for each construct, while the off-diagonal elements denote squared
correlations. Discriminant validity is confirmed when the AVE for each construct
surpasses the squared correlations with other constructs. The significance levels (p <
0.100, * p < 0.050, ** p < 0.010, *** p < 0.001) indicate the statistical significance of
correlations.
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Organizational Cybersecurity Culture (OCC) exhibited a higher AVE value of 0.69
compared to the squared correlation values for Investment in Cybersecurity
Technology (ICT), Cybersecurity Policy Stringency (CPS), Top Management
Support for Cybersecurity (TMSC), E-business Performance (E-BP), Employee
Cybersecurity Behaviour (ECB), and Technological Sophistication Profile (TSP),
confirming its discriminant validity. These constructs were correlated at 0.18-0.43.
ICT's AVE of 0.61 surpassed the squared correlation values with OCC, CPS, TMSC,
E-BP, ECB, and TSP, validating its discriminant validity. These correlations ranged
from 0.14 to 0.57.

With an average variance of 0.64, the CPS exhibits discriminant validity compared to
squared correlation values of 0.22 to 0.37 with OCC, ICT, TMSC, E-BP, ECB, and
TSP. Discriminant validity is demonstrated by the fact that TMSC's AVE of 0.63 is
greater than those of OCC, ICT, CPS, E-BP, ECB, and TSP, which all have squared
correlation values spanning from 0.18 to 0.46. In contrast to OCC, ICT, CPS, TMSC,
ECB, and TSP, where squared correlation values range from 0.24 to 0.50, E-BP attains
discriminant validity with an average variance extracted (AVE) value of 0.66.
Discriminant validity is achieved when the AVE value of ECB is 0.58, which exceeds
the squared correlation values of 0.17 to 0.48 with OCC, ICT, CPS, TMSC, E-BP, and
TSP. The Technological Sophistication Profile (TSP) exhibits discriminant validity
with respect to squared correlation values ranging from 0.20 to 0.44 with OCC, ICT,
CPS, TMSC, E-BP, and ECB, as evidenced by its average variance corrected (AVE) of
0.59. In summary, the discriminant validity matrix serves to validate that the average
variance extracted (AVE) for each concept is higher than the squared correlations with
other constructs. This serves to underscore the unique and original nature of each idea.
The robust correlations among the dimensions underscore the intricate nature of the
framework governing the effectiveness of e-business and organisational cybersecurity.

Table 2: Discriminant Validity.

1 2 3 4 5 6 7

OCC 0.43

ICT 0.28* 0.57

CPS 0.33 0.14* 0.37
TMSC 0.18** 0.10** 0.22** 0.46

E-BP 0.29* 0.50 0.18** | 0.28* 0.24

ECB 0.37 0.48 0.31 0.33 0.17** 0.30

TSP 0.40 0.44* 0.15** 0.29 0.22** 0.20** | 0.40

Note: values of AVE on diagonal higher than squared correlations values. T p < 0.100;
*p <0.050; ** p<0.010; *** p<0.001
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Measurement Model Fit

The model's data adequacy was evaluated using various fit indices, with established
criteria for acceptability. The Comparative Fit Index (CFI) yielded a score of 0.91,
surpassing the 0.90 threshold, indicating alignment between the model and observed
data patterns and variable correlations. The Adjusted Goodness of Fit Index (AGFI)
achieved a score of 0.82, meeting the 0.80 requirement, signifying the extent to
which the estimated model accounts for variation and covariance in the data. The
Root Mean Square Error of Approximation (RMSEA) recorded a value of 0.015,
falling below the 0.08 standard, suggesting a strong fit between observed data and
model predictions, with smaller RMSEA values indicating better alignment. The
ratio of Chi-Square statistic to degrees of freedom (CMIN/df) was calculated as 2.31,
within the permissible limit of <3, which balances model adequacy and simplicity.
The Tucker-Lewis Index (TLI) and Incremental Fit Index (IFI) scored 0.92 and 0.91,
respectively, surpassing the 0.90 threshold, indicating a better fit than a reference
model. Table 3 illustrates that the measurement model demonstrates a good fit with
the data according to each fit index, effectively evaluating organizational
cybersecurity measures and E-business success by capturing relationships among
observed variables consistently.

Structural Model Fit

The adequacy of the structural model fit to the data was assessed using various
indices, consistent with the evaluation of the measurement model fit. Established
benchmarks in the literature guided the assessment criteria. The Comparative Fit
Index (CFIl) achieved a score of 0.92, surpassing the 0.90 threshold, indicating
alignment between the structural model and the observed linkages among
variables in the dataset. The Adjusted Goodness of Fit Index (AGFI) attained a
score of 0.85, meeting the 0.80 requirement, measuring the extent to which the
inferred structural model accounts for variation and covariance in the data. The
Root Mean Square Error of Approximation (RMSEA) yielded a value of 0.010,
falling below the 0.08 standard, indicating a favourable fit between the structural
model and the observed data. The ratio of Chi-Square statistic to degrees of
freedom (CMIN/df) was calculated as 1.55, below the threshold of 3, indicating
a satisfactory fit of the structural model to the data, with clear and straightforward
relationships. The Tucker-Lewis Index (TLI) and Incremental Fit Index (IFI)
recorded scores of 0.94 and 0.95, respectively, surpassing the 0.90 threshold,
suggesting a better fit compared to a reference model, as indicated by these higher
values. Table 4 demonstrates that the structural model adequately fits the dataset
based on each fit index. It effectively portrays the associations among the
fundamental constructs, thereby substantiating the proposed connections between
organizational cybersecurity and E-business performance.
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Summary of Effects

Table 3 presents the direct, indirect, and total effects among variables within the structural
model. Direct effects elucidate the immediate influence of predictor variables on outcome
variables. For instance, OCC exhibits a direct impact on ECB at 0.154. Similarly, ICT directly
influences ECB at 0.201, underscoring the role of technology in shaping employee
cybersecurity practices. The table also delineates how organizational cybersecurity measures
impact ECB, TSP, and E-business Performance, though it does not provide specific data on
indirect effects. These indirect effects imply that intermediary variables mediate the influence
of predictor variables on outcome variables. Total effects encompass both direct and indirect
effects. For instance, TMSC influences EBP at 0.521, accounting for both direct and indirect
effects from other factors. In summary, the implications derived from Table 5 underscore the
intricate relationships depicted in the model, offering valuable insights into corporate
cybersecurity measures and essential performance indicators in E-business.

Table 3: Summary of Effects.

Variables Direct Effects Indirect Effects Total Effects
OCC > ECB 0.154 0.154
ICT > ECB 0.201 0.201
CPS > ECB 0.168 0.168
TMSC > ECB 0.206 0.206
OCC > TSP 0.267 0.267
ICT > TSP 0.197 0.197
CPS > TSP 0.239 0.239
TMSC > TSP 0.301 0.301
ECB > EBP 0.487 0.487
TSP > EBP 0.433 0.433
TMSC > EBP 0.521 0.521
OCC > EBP 0.487 0.487
ICT = EBP 0.469 0.469
CPS > EBP 0.499 0.499

RESULT OF ANALYSES AND HYPOTHESES

Table 4 displays the outcomes of the analyses and hypothesis testing, presenting p-values,
t-values, and the acceptance or rejection of hypotheses. The hypothesis posits that employee
cybersecurity behaviour serves as a mediator in the association between cybersecurity
culture and e-business efficacy. The examination validated H1, revealing a p-value of 0.015
and a t-value of 2.99. In order to translate organisational cybersecurity culture into e-
business performance, it emphasises the critical significance that employee cybersecurity
behaviour plays.
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According to H2, there is a mediator between cybersecurity technology investment and
e-business performance in the shape of staff cybersecurity behaviour. The t-value of
3.01 and the p-value of 0.010 in the study support the validity of H2. Employee
cybersecurity conduct affects the connection across investment in cybersecurity
technology and e-business performance.

The study suggests that the relationship between the effectiveness of e-business and the
rigour of cybersecurity policies is mediated by the cybersecurity behaviour of employees.
H3, which is backed by a t-value of 3.25 and a p-value of 0.000, indicates that employee
cybersecurity behaviour has a major impact on the stringency of cybersecurity policy as
well as the performance of e-business. H4 contends that employee cybersecurity behaviour
mediates the correlation between top management cybersecurity support and e-business
effectiveness. With a p-value of 0.024 and t-value of 4.25, H4 finds support, indicating that
Employee Cybersecurity Behaviour plays a pivotal role in translating Top Management
Cybersecurity Support into E-business Performance.

H5 proposes that the technological advancement of an organization influences both its
cybersecurity culture and e-business performance. Supported by a p-value of 0.031 and a t-
value of 5.24, H5 is validated, indicating that Organizational Cybersecurity Culture exerts
an influence on both the Technological Sophistication Profile and E-business Performance.

H6 posits that the Technological Sophistication Profile acts as a mediator between
Cybersecurity Technology Investment and E-business Performance. With a p-value of
0.015 and a t-value of 2.99, the study lends support to H6, suggesting that e-business
performance is influenced by both investments in cybersecurity technology and
technological proficiency.

H7 proposes that the Technological Sophistication Profile serves as a mediator in the
relationship between Cybersecurity Policy strictness and E-business performance. With a
p-value of 0.028 and a t-value of 3.87, H7 is affirmed, indicating that the level of
technological sophistication influences both E-business performance and Cybersecurity
Policy strictness.

H8 posits that the Technological Sophistication Profile mediates the impact of Top
Management Cybersecurity Support on E-business Performance. H8 is maintained,
indicating that the organization's advanced technology influences the impact of Top
Management Support for Cybersecurity on E-business Performance, with p-value of
0.022 and t-value of 2.97 supporting this claim.

Table 4 provides empirical evidence to demonstrate the validity of all hypotheses,
emphasising the critical function of Employee Cybersecurity Behaviour and
Technological Sophistication Profile in modifying the association between E-business
performance and Organisational Cybersecurity Initiatives.
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Table 4: Result of Analyses and Hypotheses.

P- t- Acceptor
value | value Reject

0.015 | 2.99 Accept

Hypotheses

Employee cyber security behaviour mediates the relationship between
organizational cybersecurity culture and E-business performance.
Employee cyber security behaviour mediates the relationship between
investment in cybersecurity technology and E-business performance.
Employee cyber security behaviour mediates the relationship between
cybersecurity policy stringency and E-business performance.
Employee cyber security behaviour mediates the relationship between
top management support for cybersecurity and E-business performance.
Technological sophistication profile mediates the relationship between
organizational cybersecurity culture and E-business performance.
Technological sophistication profile mediates the relationship between
investment in cybersecurity technology and E-business performance.
Technological sophistication profile mediates the relationship
between cybersecurity policy stringency and E-business performance.
H8 Technological sophistication profile mgdiates the rel_ationship between 0.022 | 2.97 Accept
top management support for cybersecurity and E-business performance.
p-value <0.05 (Hair et al., 2007), t-value > 1.96 (Bhatti & Sundram Kaiani, 2015)”

H1

H2 0.010 | 3.01 Accept

H3 0.000 | 3.25 Accept

H4 0.024 | 4.25 Accept

H5 0.031 | 5.24 Accept

H6 0.015 | 2.99 Accept

H7 0.028 | 3.87 Accept

DISCUSSION

This study explores the intricate relationship between E-business outcomes and
organisational cybersecurity policies, illuminating the ways in which employee behaviour
and technological proficiency affect this relationship. Empirical evidence firmly supports
the stated assumptions, confirming the critical roles of technological sophistication profile
and employee cybersecurity behaviour in converting organisational cybersecurity
objectives into concrete results. The study's conclusions provide important context for
understanding the complex connections between successful e-business operations and
organisational cybersecurity measures. Our results highlight how crucial it is to develop a
strong company cybersecurity culture. Businesses that put cybersecurity first and
incorporate it into their core values typically perform better in the E-business arena. These
findings imply that higher profits can be achieved by putting into practice a proactive and
thorough cybersecurity strategy engaging all stakeholders inside the company.

The relationship across cybersecurity procedures and e-business success is mostly
influenced by how employees handle cybersecurity. Workers that demonstrate responsible
and diligent cybersecurity behaviours are essential in enhancing the organization's overall
security posture. Reducing security threats and boosting e-business operations performance
are two major advantages of implementing training and awareness programmes targeted at
improving staff cybersecurity conduct. This survey also emphasises how crucial it is for
cybersecurity to maintain its technical advancements. Businesses who invest in state-of-
the-art cybersecurity technologies and systems typically see improvements in their e-
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business performance. This emphasises how important it is for companies to keep up with
technology developments and modify their cybersecurity plans as needed.

According to the first hypothesis, a company's cybersecurity culture and the efficiency of
its e-business activities are linked by the cybersecurity behaviours of its personnel. The
research’s conclusions supported the theory that was put out. Thus, the cybersecurity culture
within an organization significantly influences employee conduct, consequently
influencing the efficacy of E-business. This outcome aligns with theoretical expectations,
as a resilient cybersecurity culture tends to foster a workforce mindful of security, thereby
positively affecting the overall performance of the enterprise. Therefore, organizations
should prioritize fostering and maintaining a robust cybersecurity culture to bolster
employee cybersecurity practices and ultimately augment E-business performance.

The second hypothesis posited that employee behaviour concerning cybersecurity serves as
amediator in the relationship between investment in cybersecurity technology and e-business
performance. The empirical analysis yielded supportive evidence for this assertion. This
underscores the importance of employee behaviour as a crucial link between technology
investments and actual performance outcomes. Theoretical implications underscore the
interconnectedness of technological investments, employee behaviours, and organizational
success. In practical terms, this suggests that organizations should not only invest in
contemporary cybersecurity solutions but also emphasize the cultivation of a security-aware
workforce to maximize the impact of these investments on E-business prosperity.

Hypothesis 3 suggested that how strictly a company enforces its Cybersecurity Policy
affects its E-business Performance through the behaviour of its employees, and the findings
supported this idea. This emphasises how important employee behaviour is in converting
stringent policies into actual results for the business. Theoretically, it emphasises the
necessity of a comprehensive cybersecurity strategy that includes developing policies and
actively involving staff members. Businesses should make sure that initiatives to encourage
the required cybersecurity behaviours among their employees are implemented in addition
to stringent policies.

The study supports Hypothesis 4 by showing that when top management backs
cybersecurity, it affects how well employees do their jobs. This shows how important
top leadership is for shaping how employees act and how well the business does.
Theoretical implications stress how support from top management can affect the whole
organisation. For better employee behaviour and total e-business success, companies
should create a culture of cybersecurity advocacy from the top down.

There is evidence to support Hypothesis 5, which states that the level of technological
sophistication affects the relationship between e-business success and organisational
cybersecurity culture. This is proof of how closely technology, company culture, and
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business results are linked. Theoretical effects stress the need for a complete cybersecurity
strategy that combines technology and society for the best e-commerce outcomes.

Introducing Hypothesis 6, the research indicates that new technologies help to connect how
well an e-business does and how much it spends on safety technology, which supports this
theory. It shows how important advanced technological skills are for turning investments
in technology into real business results. It is important for businesses to make sure that their
technology expenses are in line with how ready they are for new technology in order to get
the best returns.

The study supports Hypothesis 7 via demonstrating that technology innovation acts as
a bridge between how well an e-business does and how strict its security policies are.
This shows how important it is to have the right technology to successfully enforce strict
cybersecurity rules. Theoretical implications stress how important it is to have strong
cybersecurity policies and IT systems.

The data also support Hypothesis 8, which contends that technological sophistication acts
as a link between how well an e-business does and how much support it gets from upper
management for cybersecurity. This shows how important it is to know a lot about
technology if you want to use the backing of top executives to get things done for the
company. Theories show that having the right technology and having good leadership work
hand-in-hand. To make e-business more successful, companies should invest in both.

Implication

Theoretical implications in research look at how ideas might help us understand and predict
what will happen. Theoretical implications put light on the complicated connections
between how employees act, how companies protect their data, how technology improves,
and how well e-business works. The results show how important it is to have a complete
framework that includes both technological and cultural elements of cybersecurity. The
study helps us understand how to implement cybersecurity activities and get measurable
performance outcomes in organisations by focusing on the parts that employee attitudes
and technological progress play in the middle.

Application in the Real World

In the real world, the poll gives companies useful information they can use to improve
their security and help their online businesses. The study confirms that Employee
Cybersecurity Behaviour and Technological Sophistication play a role in the middle. It
emphasises the significance of fostering a cybersecurity-focused organisational culture,
coordinating technological investments with business goals, and guaranteeing that
policies and upper management backing are fortified by resilient technological
frameworks. These results provide organisations with practical advice on how to create
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more integrated and successful cybersecurity plans, which will improve their overall
performance in the digital domain.

Limitations

The study did, however, have a few drawbacks. It was difficult to determine a causal
relationship between the variables because the data were cross-sectional. Prospective
investigations employing longitudinal methods may provide valuable perspectives on the
dynamic changes in these interactions throughout time. Furthermore, response bias may be
introduced if data is based solely on participant self-reports. For a more accurate evaluation,
future research endeavours may find it advantageous to integrate objective indicators of
cybersecurity behaviour and performance outcomes. Even though the study looked at a
wide range of organisational and individual factors, all of which showed statistical
significance, there is still room to look at other factors that might have an impact on
cybersecurity and performance. Future research projects using these variables would
expand the study's purview and provide a more thorough grasp of the subject.

Contribution

Beyond clarifying how employee behaviour and technological competence mediate
relationships between organisational cybersecurity measures and E-business efficacy,
the primary contribution of this study is the empirical support of the suggested theories.
Through the validation of these relationships, the research contributes to the practical
knowledge base and provides enterprises with evidence-based recommendations for
tactically coordinating cybersecurity to maximise performance results.

Future Research

Despite the noteworthy progress that has been achieved, there are still areas that warrant
refinement and additional investigation in future research projects. By examining the
elements that influence these relationships' strength, we may be able to better understand
the contextual nuances that underlie them. Further research on the effects of cutting-edge
technologies like Al and ML on cybersecurity protocols and their implications for e-
business performance could also be a fascinating line of inquiry. In conclusion, even if the
results of this study contribute to our understanding of cybersecurity in the digital age, there
are still many avenues for further investigation and development in the form of upcoming
research projects.
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Appendix 1: Questionnaire

Organizational Cybersecurity Culture

1. Employees would regularly compare notes on phishing exercises and discuss other cyber topics.

2. The core team working with cybersecurity leaders included members from across the enterprise,
not just the tech departments

3.Employees indicated that they knew what to do when they received a suspecious email, and
knew who to contact should they notice any other potential cyber incident brewing.

4.Employees were regularly told about cyber threats and were encouraged to take steps to both
protect the company asset and their own personal assets.

5.The entire organization was continually updated on cybersecurity news and issues through
campaigns designed to facilitate long-term retention of cybersecurity practices and behaviors.

6.Employees who got involved in cyber-related activities were praised and given 'status’ in the
organization.

Huang and
Pearlson (2019)

Investment in Cybersecurity Technology

1. In my industry authorized licensed used approved from IEEE Xplore.

2. The company has strategy for cyber security, either as a separate document or as part of
another strategy.

3. The company has a continuity plan for managing incidents that entail business
interruption or data breach.

4. Employees have been trained in cyber security in the past year.

5. There are rules and processes for employees, e.g., on password generation, usage of
private storage or private digital services, backups, and network access.

6. There are technical solutions enforcing, e.g., software updates, backup, communication
encryption, and rules for network access.

7. The company is certified according to, e.g., the ISO27000 series.

8. The company has a form of cyber insurance (including cybercrime or data protection insurance)
that covers, e.g., business interruption, data breach, and incident management support.

9. The company has conducted cyber incident management exercises with respect to
accidents and/or attacks.

10.The established company cyber security and incident management protocols are updated
at least once a year.

Franke and
Wernberg (2020)

Cybersecurity Policy Stringency

1. | feel that my organization could become vulnerable to security breaches if | don't adhere
to its information security policy.

2. | feel that I could fall victim to a malicious attack if I fail to comply with my organization's
information security policy.

3. Ibelieve that my effort to protect my organization's information will reduce illegal access to it.

4. My organization's data and resources may be compromised if | don't pay adequate
attention to information security policies and guidelines.

5. Complying with the information security policies in my organization will keep security
breaches down.

6. If 1 comply with information security policies, the chance of information security
breaches occurring will be reduced.

7. Careful compliance with information security policies helps to avoid security problems.

Li et al. (2019)

Top Management support for Cybersecurity

1. Top management regularly engaged in discussions about cybersecurity issues both as part
of their leadership team meeting and individually with cyber experts in the company to
keep their knowledge current

2.The core team working with cybersecurity leaders included members from across the
enterprise, not just the tech departments

3.Executives authorized a significant budget for security activities, tools and professionals

4.Executives made it clear that their company reputation was dependent on the trust they
received from customers, clients, and in general.

5.They articulated that the industry as a whole had to have a high standard for protecting
information assets.

Huang and
Pearlson (2019)
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E-business Performance

1.By applying the methods of E-business the Organizational Performance increased our
market share.

2.By applying the methods of E-business the Organizational Performance increased our
profitability PERFORM?2 y increased our sales volume

Lucia-Palacios et
al. (2014)

Employee Cybersecurity Behavior

=

I keep the anti-virus software on my computer up-to-date.

2. | watch for unusual computer behaviors/responses (e.g., computer slowing down or
freezing up, pop-up windows, etc).

3. | always act on any malware alerts that | receive.

Lietal. (2019)

Technological Sophistication Profile

1. By keeping in mind the sophistication of the technology there is a proper procedure for
direct entry of timesheet by employees

2. By keeping in mind the sophistication of the technology there is a proper procedure for
Automatic time capture without manual data entry Spreadsheet technologies

3. By keeping in mind the sophistication of the technology there is a proper procedure for
Database technologies

4. By keeping in mind the sophistication of the technology there is a proper procedure for
Fax/modems/fiber optics

5. By keeping in mind the sophistication of the technology there is a proper procedure for
LAN/WAN

6. By keeping in mind the sophistication of the technology there is a proper procedure for
Infrared/wireless connections

7. By keeping in mind the sophistication of the technology there is a proper procedure for
E-mail

8. By keeping in mind the sophistication of the technology there is a proper procedure for
Web site

9. By keeping in mind the sophistication of the technology there is a proper procedure for
Integration of financial applications

10.By keeping in mind the sophistication of the technology there is a proper procedure for
ERP applications

Paré and Sicotte
(2001)
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